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KB2011-01: TROUBLESHOOTING MBX COMMUNICATION
This article explains how to troubleshoot communication problems that may arise when
using the MBX family of drivers for Modicon networks. You will learn a systematic
procedure to help you verify that:


The software is updated to the latest version.



The software is properly activated.



You have configured the correct device type for your hardware.



The driver is running.



The driver is able to communicate with the PLC.

Applies To:
All installations that use the MBX family of drivers:


MBX Driver Suite



MBX OPC Server Suite



MBX OPC Premier Suite



MBX OPC Enterprise Suite



MBX Bridge Suite



OEM version of the MBX device drivers supplied with Schneider Electric
network adapters

Issues:
Common problems with MBX communication result from:


Software that is not activated



Drivers that are not configured for automatic startup



Missing or incorrectly configured MBX devices



MBX device type that is incorrect for the network or PLC in use



Hardware problems

Copyright © 2011 Cyberlogic Technologies Inc.

Rev. 7/1/11

KB2011-01: Troubleshooting MBX Communication

Procedure:
The general steps in the troubleshooting procedure are these:

Note



Verify that the needed drivers are installed and that they are at the current
revision level.



Determine whether the software is activated, in evaluation mode, or in demo
mode.



Verify that the Virtual MBX Driver is configured, if needed.



Verify that an MBX device is configured and that it is the right type for the
target PLC.



Verify that the driver reports itself as running and is configured for automatic
startup.



Verify that the MBX Gateway Server is configured for automatic startup, if
needed.



Verify that the driver is running and can “see” the target PLC.



Read data from the PLC.



Use Telnet to check Ethernet connections.



Get error information from the Windows Event Viewer.



Check the OPC server network configuration, if used.

If the system you are troubleshooting uses the MBX Gateway Driver to communicate
through an interface in another computer, you must first verify that the other computer
works properly. Go to that system and use these procedures to verify that its
communication works and that the MBX Gateway Server is running. After that, you can
return to the local computer and repeat the process.

What drivers are installed?
Open the Windows Start menu and locate the submenu for the MBX product you have
installed. From there, open the Configuration submenu, and then select MBX Device
Drivers. The MBX Driver Configuration editor will open.
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Select the Diagnostics tab. On the left side, you will see a list of installed MBX Driver
modules. This list includes not only the drivers themselves, but also other Cyberlogic
software modules that use those drivers, such as the MBX Bridge or MBX OPC Server.
You should see one or more of these drivers:


MBX Driver, for Modbus Plus networks



Ethernet MBX Driver, for Ethernet networks



Serial MBX Driver, for Modbus networks



Virtual MBX Driver, to support legacy 16-bit applications



MBX Gateway Driver, to provide access to MBX devices in other systems

Verify that the drivers you need are listed.

What if a driver is missing?
If the driver you need is not on the list, you’ll have to install it. To do that, check the
Product Name that is shown below the module list to see what MBX product is
installed. In this example, it is the MBX Bridge Suite. You can run the installation wizard
from the product disk to add the missing drivers.
Note

The OEM driver disk that comes with Schneider Electric network adapters does not
include the Serial MBX Driver. If you need that driver, contact Cyberlogic to purchase
the full version of the MBX Driver Suite.
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Are the drivers up to date?
The Installed MBX Driver Modules list also tells you the version of each module that is
installed.

In this case, the version 7.1 drivers are installed. If you have applied any updates, the
update number will appear also. It will look like: 6.0.0+Update20080314, for example.
Cyberlogic’s website, www.cyberlogic.com, has the latest updates and patches for all of
our software products available for download. On the download page, you can determine
if the version on your system is up to date.

What if my drivers are outdated?
Updates within a major release level, such as version 6 or 7, may be applied at no cost.
If your installation is not up to the current service release for your major version level,
you should download the update and apply it. Update packages are cumulative, so you
need only apply the most recent one. Updates do not need activation, and applying an
update will not affect the activation status of your software.
If your software is not at the current major release level, you should consider upgrading.
You will be required to purchase a license for the new version, but you may be eligible
for an upgrade discount. Contact Cyberlogic’ sales department for price and discount
information.

Cyberlogic Technologies Inc.

Page 4

KB2011-01: Troubleshooting MBX Communication

Caution!

Before you upgrade to a new major release level, be sure that the new release level
supports the Windows version that is installed on your system. All Cyberlogic products
on a given system must be at the same release level, so you may have to upgrade
more than one product. In addition, if you currently use the legacy Remote MBX Driver,
the upgrade may affect other systems as well. Contact Cyberlogic technical support for
complete information about upgrading.
This caution note does not apply to updates within a major release level. Such updates
always maintain operating system and product compatibility.

Is the software activated?
Cyberlogic software products must be activated to enable continuous operation.
Unactivated products can run continuously for a two-week evaluation period after they
are installed. After the two weeks, they enter a demonstration mode, in which they will
run for only two hours at a time. You can check the activation status from the
diagnostics tab.

On the left side of the screen, we see that this MBX Bridge Suite is activated and the
license type is perpetual. The serial number for the license is also displayed. This is
typical of a normal installation with an activated product.
If your product is not activated, this section may indicate the expiration date of the twoweek evaluation period. In that case, you can run continuously until the given date. It
may instead indicate that the evaluation period is over and you are in the two-hour demo
mode.
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What if my software is not activated?
If you’re still in the two-week evaluation period, you should have no problems running
normally for the remainder of that period.
If you are in the two-hour demo mode, the drivers will stop after two hours and you will
not be able to restart them until after you reboot the computer. After that, you will be
able to run for another two hours. Therefore, if you are in this mode and have
communication problems, always reboot before you continue. This will ensure that you
are within the allotted two hours.
In either case, for continuous, long-term operation, contact Cyberlogic’s sales
department to purchase a license, and then run the Activation Wizard to activate the
product.

Is the Virtual MBX Driver configured, if needed?
The Virtual MBX Driver allows you to run legacy 16-bit applications, both DOS and
Windows, under 32-bit Windows operating systems. If you don’t plan to use 16-bit
applications, then you don’t need the Virtual MBX Driver, and you can skip this section.
Note

None of the 64-bit editions of Windows support the use of 16-bit applications, and none
of these operating systems permit the Virtual MBX Driver to be installed. The 32-bit
editions of Windows 7 and Vista support the Virtual MBX Driver, but do not support all
16-bit applications.
If you want to run a 16-bit application that your operating system does not support,
refer to Cyberlogic Knowledge Base article KB2010-02 Running 16-Bit Applications for
information on a technique that will allow you to run these applications.

To set up the Virtual MBX Driver, open the Windows Start menu and locate the
submenu for the MBX product you have installed. From there, open the Configuration
submenu, and then select Virtual MBX Driver.
The Virtual MBX Driver Configuration editor will open.

What if I want to run a DOS application?
You can run a DOS application from the command prompt, but we recommend using a
shortcut.
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Select the 16-bit DOS Applications tab, then click the Browse button, and then
browse for the application you want to run. The editor will create a shortcut for you.
Two popular DOS applications are Modsoft and MBPSTAT. All Cyberlogic MBX software
products install shortcuts for these applications, and you can access them from the Start
menu.
Refer to the Virtual MBX Driver Help file for complete information on configuring the
Virtual MBX Driver.

What if I want to run a 16-bit Windows application?
To run a 16-bit Windows application, such as Concept or ProWorx, you must make
certain changes to the autoexec.nt and config.nt files. The Virtual MBX Driver
Configuration editor will do this for you.
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Select the 16-bit Windows Applications tab and check the Support 16-bit
Windows Applications box. From the NetBIOS Vector drop-down box, select the
vector to match your application’s configuration. Normally, the default value of 0x005C is
correct.
Reboot your system to allow these changes to take effect.
Refer to the Virtual MBX Driver Help file for complete information on configuring the
Virtual MBX Driver.

Is the correct MBX device type configured?
Each network adapter or port must be configured as an MBX device before you can use it
to communicate to other network nodes. The specific device type and configuration
depends on your interface hardware and network type. To view and configure these
devices, select the MBX Devices tab.

This tab shows all of the configured devices and allows you to add and edit devices. In
the above figure, the user is adding MBX Device 3 to the configuration, and is selecting
the device type from the drop-down menu. Several types are available.
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For Modbus Plus networks,


AT984



MC984



PCI-85 (single or dual channel)



PCMCIA 416NHM21234



SA85



SM85



USB TSXCUSBMBP



USB XBTZGUMP (supported only in 2-hour demo mode)

For Ethernet (Modbus TCP/IP) networks,


Ethernet MBX

For Modbus (RTU or ASCII) networks,


Serial MBX Master



Serial MBX Slave

For access to Modicon networks in remote systems,


MBX Gateway

Locate the MBX device for the network you are troubleshooting. Double-click on the
device to open it and check the configuration to be sure that it is correct. The
configuration items vary greatly from one device type to another. You can find details for
each device type in the help files for its driver.
Note

Some plug-and-play network adapters will require you to open the Windows Device
Manager to gain access to their configuration editor.

What if no device is configured or if the configured device is the wrong type?
If you don’t see a device that matches your network and interface hardware, you must
create one. Refer to the help file for the driver type you need: MBX Driver, Ethernet MBX
Driver, Serial MBX Driver or MBX Gateway Driver. There you will find complete
information and configuration examples.

Is the driver startup mode configured properly?
The drivers are normally configured to start automatically when the system boots.
However, this configuration may have changed, and so the driver may not be running.
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Caution!

Note

If your software is in demo mode and the two-hour period has expired, the driver may
be running, but still will not support communication. You must reboot to obtain another
two hours of communication.

The driver for plug-and-play Modbus Plus network interface adapters is controlled by
the operating system. The procedure in this section does not apply to these adapters.

From the MBX Devices tab, double-click on the device you are troubleshooting to open
its editor.

Select the Driver Control tab.
The above figure shows the Driver Control tab for the Serial MBX Driver. The tab’s
appearance will be somewhat different for other drivers, but the controls and settings
work the same.
In the Startup Type group, verify that Automatic is selected, and select it if it is not.
This setting causes the driver to start whenever the system starts.
Check the Driver Status window to see if the driver is running. If it is not, click the
Start button. Check the status window again to verify that the driver is now running.
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Is the MBX Gateway Server configured to run if needed?
The MBX Gateway Server allows other computers to access the MBX devices in your
computer. To do that, the other computers use the MBX Gateway Driver to communicate
with your MBX Gateway Server.
Note

If no other systems will use the MBX Gateway Driver to access the devices in this
system, then there is no reason to run the MBX Gateway Server, and it should be
disabled.

Select the MBX Gateway Server tab.

This tab shows you the configuration and status of the MBX Gateway Server.

What should I do if I need the MBX Gateway Server?
If any of your other systems will use the MBX Gateway Driver to access MBX devices on
this system, go to the Startup Type group and select Automatic. Check the Status
window to verify that the server is running. If not, click the Start button. Check the
Status window again to verify that the server is now running.
On the right side of the screen, enter a TCP port in the Port Number field. This must be
a port that is not used elsewhere, and it must be open in your system’s firewall. The
default port, 53335, is recommended for most installations.
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What if I don’t need the MBX Gateway Server?
If none of your other systems will use the MBX Gateway Driver to access MBX devices on
this system, you can set the Startup Type to Manual or Disabled, and then click the
Stop button.

Is the driver running?
In an earlier step, we confirmed that the driver reports itself as running. Now we will use
a simple test program, MBX Demo, to confirm that it is running and can communicate to
the controllers.
Return to the editor’s Diagnostics tab.

On the right side, click MBX Demo.
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From the utility’s main menu, choose [1] Set device number to select the MBX device
number you want to troubleshoot. In the above example, we will test device 1, which, in
this configuration, is an Ethernet MBX device.
Now select [C] Device information to view detailed information about the device.

The top portion of the screen provides information on the configuration of the driver,
while the bottom portion gives runtime status information.
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Things to look for here:


Device Status should be On-Line.



Total Dev Driver Calls should be constantly counting up.



Total Error Calls should be 0 or very low.



Total Device Faults should be 0.



Last Crash Code should be 0x0.

Press Esc to return to the main menu.

What if the status shown is abnormal?

If the driver does not appear to be running, you can open your system’s Computer
Management utility and go to Services. Locate the driver in the list, and verify that its
Startup Type is Automatic, then stop and restart it.
Note

The location of Services and how to access it will vary depending on which version of
Windows you are running. Typically, it can be accessed by going to the Windows
Control Panel and opening Administrative Tools.

If the driver still won’t run, or if you are seeing non-zero crash codes, contact Cyberlogic
technical support.

Can the driver see the other network nodes?
The next test will identify which other Modbus Plus nodes the driver sees on the network,
or, for Ethernet and Modbus networks, will identify which nodes have been configured.
Select [B] Read device status from the main menu.
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MBX Demo will display a list of active nodes in the form of a table as show in the figure
above. The top row shows nodes 1-16, the second row shows nodes 17-32, and so on.
The I for node 64 indicates that the driver itself is configured as node 64.
For each other node that the driver identifies, it displays a U in the corresponding slot. In
the above figure, the driver has identified devices at node addresses 1, 4 and 19.
Note

For Modbus Plus networks, the U indication shows the address of actual devices that
the driver can see on the network.
For Ethernet networks, the U indication shows the node addresses that you have
configured in the IP address mapping table for the Ethernet MBX device. It does not
imply that devices at these node addresses are physically present on the network, or
that the driver can talk to them, but only that they have been configured.
For Modbus networks, the U indication shows the node addresses that you have
marked as active in the configuration of the Serial MBX device. It does not imply that
devices at these node addresses are physically present on the network, or that the
driver can talk to them, but only that they have been configured.

Press Esc to return to the main menu.
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What if it doesn’t show a node that should be there?
What this means and the action you should take depends on the type of network:


Modbus Plus: The driver cannot communicate to the missing node. Check the
device at that node to verify that it is powered-up and that its Modbus Plus
port is working properly. Also verify that the cable is functional and is
properly connected.



Ethernet: The missing node was not configured in the IP address mapping

table. Open the device in the MBX Driver Configuration Editor and add its
mapping.


Modbus: The missing node is not marked as active in the Serial MBX device
configuration. Open the device in the MBX Driver Configuration Editor and
mark the node as active.

Can the driver read data from another node?
Now we will read a register from one of the other nodes, to verify that the driver can
actually obtain data from that device.
Select [2] Read selected node from the main menu.

The program will ask for three pieces of information:


Routing Path: For Modbus Plus networks, enter the Modbus Plus routing path
to the device. You may omit trailing zeros. Thus, if the routing path is
7.3.0.0.0, you could enter just 7.3.

For Ethernet networks, if you have mapped the node’s destination index and
IP address to a node address, you can enter the node address. If you have
not mapped the destination index and IP address, you can enter them
directly. You must enter the destination index first, followed by the IP
address. In the example shown above, the destination index is 1 and the IP
address is 192.168.133.4. But if this destination index and IP address were
mapped to node address 4, you could simply enter 4.
For Modbus networks, enter the Modbus node address, which is always a
single digit.
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Reference Value: Enter the address for a register or bit that you want to
read from the device. If you want to read a series of values, enter the
address of the first one. We recommend using register 40001, because that
exists on nearly every device, including most third-party products.



Length: Enter the number of consecutive values you want to read. Reading a

single value is sufficient to confirm communication, but you can read more if
you wish.
The MBX Demo will display the requested register values. If the displayed values are
correct, then the driver is working. Any problems that remain must be in the application
software that uses the driver.

Checking Ethernet connections with Telnet
The Telnet client allows you to verify that an Ethernet node is active and listening on the
correct port.
Note

Beginning with Windows Vista, Telnet is disabled by default.
To enable Telnet in Windows 7 or Vista, open the Windows Control Panel, then
select Programs and Features, then select Turn Windows features on or off,
then check Telnet Client, and then click OK.
To enable Telnet in Windows Server 2008, open Server Manager, then click
Features in the left panel, then click Add Features, then select Telnet Client from
the list, then click Next, and then click Install. When the installation completes, click
Close.

Open a command prompt window and type the following command:

telnet<SP><IP address><SP>502
and then press Enter.
If the window clears and shows just a blinking cursor, then the test succeeded. The
device is listening on port 502, as is required for Ethernet MBX communication.
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Press Enter several times until the Telnet session ends and the command prompt
returns. Type exit and press Enter to close the command prompt window.

What if it responds with a communication timeout?
If the response is a connection timeout, then the other device is not listening on port
502. Check the device to be sure that it is running, connected to Ethernet and operating
properly.

Getting error information from the Windows Event Viewer
Many common problems with the drivers will cause the driver to save a message in the
Windows event log. You can use the Windows Event Viewer to read these messages.
Open the MBX Driver Configuration Editor and go to the Diagnostics tab.

Click the Event Viewer button. The Windows Event Viewer will open.
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The appearance of the Event Viewer will vary depending on your operating system.
Check the System log for error messages relating to the driver you are troubleshooting.
These messages will give you detailed information about the error and may recommend
actions you can take to remedy the problem.
If you decide to contact Cyberlogic technical support for help with your troubleshooting,
please email a screen shot of each error message to techsupport@cyberlogic.com.

Check the OPC Server Configuration
If you can communicate using the MBX Demo utility, but have trouble with the MBX OPC
Server, you must next check the OPC server configuration.
Open the Cyberlogic OPC Server Configuration editor and select a network
connection.
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Check the Map to MBX Device field to verify that it shows the correct device.
Check the Protocol field to verify that it shows the correct network protocol.
Verify that the Maximum Network Requests is set within the optimum range, as
shown in the table.
Caution!

If the communication path goes through a bridge to another network type, you must
select a Maximum Network Request value that is in the range for the slowest network.
For example, if the network connection is for Modbus Plus, but the communication link
goes through a bridge to a serial Modbus network, you must select a value in the
Modbus range of 2-4, because Modbus is slower than Modbus Plus.

Repeat these checks for all of the MBX network connections that have communication
problems.

What if these settings are incorrect?
First, select the proper Protocol, then select the desired MBX Device. If the device you
need is not shown, even with the correct protocol selected, click the Configure… button
to open the MBX Driver Configuration editor and create the needed device.
If the Maximum Network Requests value is incorrect, simply select a value that is
within the proper range.
If you change any OPC configuration settings, be sure to Save and Update Server to
apply the changes to the running server.
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Next, select a network node.

Check the value for Maximum Node Requests. If it is set very low or very high, it
could reduce the communication performance for the node. The default settings are
recommended for most configurations:


Modbus: 2



Modbus Plus: 8



Modbus TCP: 16

Verify that Message Blocking is set within the optimum range, as shown in the table.
Caution!

If the communication path goes through a bridge to another network type, you must
select Maximum Node Requests and Message Blocking values that are appropriate for
the slowest network. For example, if the network connection is for Modbus Plus, but
the communication link goes through a bridge to a node on a serial Modbus network,
you must select values suitable for Modbus, because Modbus is slower than Modbus
Plus.

Repeat these checks for all of the MBX network nodes that have communication
problems.
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Technical Support
You can get detailed information on how to install, configure and use the MBX family of
drivers by referring to the help files for each specific driver.
Cyberlogic’s website, www.cyberlogic.com, has information on related products, news,
software downloads and contact information.

Cyberlogic Technologies
5480 Corporate Drive
Suite 220
Troy, Michigan 48098 USA
Sales:

248-631-2200
sales@cyberlogic.com

Technical Support:

248-631-2288
techsupport@cyberlogic.com

Copyright © 2011, Cyberlogic® Technologies Inc. All rights reserved.
This document and its contents are protected by all applicable copyright, trademark and patent laws and
international treaties. No part of this document may be copied, reproduced, stored in a retrieval system or
transmitted by any means, electronic, mechanical, photocopying, recording or otherwise, without the express
written permission of Cyberlogic Technologies Inc. This document is subject to change without notice, and does
not necessarily reflect all aspects of the mentioned products or services, their performance or applications.
Cyberlogic Technologies Inc. is not responsible for any errors or omissions in this presentation. Cyberlogic
Technologies Inc. makes no express or implied warranties or representations with respect to the contents of
this document. No copyright, trademark or patent liability or other liability for any damages is assumed by
Cyberlogic Technologies Inc. with respect to the use of the information contained herein by any other party.
Cyberlogic®, DHX®, MBX®, WinConX® and Intelligent • Powerful • Reliable® are registered trademarks and
DirectAccess™, OPC Crosslink™ and DevNet™ are trademarks of Cyberlogic Technologies Inc. All other
trademarks and registered trademarks belong to their respective owners.

Cyberlogic Technologies Inc.

Page 22

