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I NTRODUCTION  

The Cyberlogic OPC Server provides OPC Data Access, Alarms & Events and XML Data 
Access functions for various networks, controllers and compatible devices. It supports 
major industrial brands, such as Allen-Bradley and Modicon. 

The server has a modular structure that supports a variety of industrial devices and 
communication networks. The various communication subsystems, which we call driver 
agents, are plug-ins that you can easily add as required. As a result, the server maintains 
a set of common features, but has the flexibility to allow additional features as required 
by the specific driver agent. 

This document describes only the common features of the Cyberlogic OPC Server. For 
information related to a particular driver agent, refer to the help file specific for that 
agent. 

The Cyberlogic OPC Server is part of these products: 

¶ DHX OPC Server Suite 

¶ DHX OPC Premier Suite 

¶ DHX OPC Enterprise Suite 

¶ MBX OPC Server Suite 

¶ MBX OPC Premier Suite 

¶ MBX OPC Enterprise Suite 

¶ OPC Crosslink Suite 

¶ OPC Crosslink Premier Suite 

¶ OPC Crosslink Enterprise Suite 

¶ OPC Datacenter Suite 

¶ OPC Datacenter Premier Suite 

Compatibility  and Compliance  

The Cyberlogic OPC Server is compatible with all local and remote OPC Data Access and 
Alarms & Events clients, including HMI, SCADA, ActiveX Controls and custom VB and 
C/C++ applications. It provides full compliance with the OPC  Foundation specifications 
for:  

¶ Data Access 3.0, 2.05a and 1.0a 

¶ Alarms & Events 1.1 

¶ XML Data Access 1.0 

¶ Data Access Automation 2.02 

These products are tested for compliance to the OPC specifications using the latest test 
software from the OPC Foundation. All Cyberlogic OPC products are certified for 
compliance by the OPC Foundation's Independent Testing Laboratory. In addition, they 
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are tested annually for interoperability with other OPC products at the OPC Foundationôs 
Interoperability  Workshops. 
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WHAT SHOULD I  DO NEXT? 

The links below will take you directly to the section of this manual that contains the 
information you need to configure, use and troubleshoot the Cyberlogic OPC Server. 

This document describes only the common features of the Cyberlogic OPC Server. For 
information related to a particular driver agent, refer to the help file specific for that 
Agent. 

Learn How the OPC Server Works  

If you are not  familiar with the way that OPC Servers provide data, you should begin by 
reading the Theory of Operation. 

Read a Quick -Start Guide  

First-time users of the Cyberlogic OPC Server will want to read the Quick-Start Guide, 
which walks through a typical configuration session, step-by-step. 

Get Detailed Information on the Configuration Editors  

Experienced users who want specific information on features of the configuration editors  
will find it in the Configuration Editor Reference section. 

Verify That Itôs Working or Troubleshoot a Problem 

If you have already configured the server, you should verify that it operates as expected. 
Refer to the Validation & Troubleshooting section for assistance. In case of 
communication problems, this section also provides problem-solving hints. 

Print a Copy of This Document  

The content of this document is also provided in PDF format. PDF files can be viewed 
using the Adobeá Reader program, and can also be used to print the entire document.  

Contact Technical Support  

To obtain support information, open the Windows Start  menu and go to Cyberlogic 
Suites , and then select Product Information . 
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THEORY OF OPERATION  

In this section, you will learn the details about all major architectural features of the 
Cyberlogic OPC Server. If you are new to OPC or the Cyberlogic OPC Server, you should 
first read the OPC Tutorial. You will find it in the Help section of your product installation.  

Letôs start with a brief review of what you have already read in the tutorial.  

OPC Server Basics  

The server is the ñhiddenò part of an OPC-based system. It sits behind the scenes, 
passing data between your PLCs or other field components,  and the operator interface 
software you see on the screen. Although its operation is critical to the functioning of the 
system, it is typically the least understood component. Letôs take a look at what the 
Cyberlogic OPC Server does and some of its key features. 

 

A basic OPC-based system consists of three major components: 

¶ The field components, such as PLCs, instruments or other intelligent devices, 
that provide information you need to use.  

¶ The OPC client applications. Typically, these are HMI or SCADA applications 
that the user interacts with to view, save or manipulate the data from the 
field components. 

¶ The OPC server. This is a software application that handles communications, 
passing the data between the field devices and the client applications. 

The purpose of the OPC server is to obtain data from the field devices and present it, in 
a standard way, to the OPC client applications. This relieves the client applications of 
having to deal with the myriad of devices, n etworks, protocols, formats and so on that 
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exist among the various control device vendors. The client software need only concern 
itself with the graphics, logic, storage and other operations that it provides to the user.  

In short, the server deals with ac quiring the data, while the client deals with 
manipulating and displaying the data. Critically important are the OPC specifications, 
which describe how the clients and servers exchange data. Compliance with the OPC 
specifications means that any server will work with any client, even if they are from 
different suppliers. 

New users must be careful to learn the terminology of OPC systems to avoid being 
confused by the difference between network connections and access paths or devices 
and network nodes. It is a lso important to understand the  relationship and distinctions 
between the Network Connections tree and the Address Space tree. 

 

To help keep this straight, remember that the OPC server provides the connection 
between the field components and the OPC clients. This means that the server interfaces 
in two directions, and both of these must be configured f or the server to work properly.  

When you open the Cyberlogic OPC Server Configuration editor, there will be five main 
trees in the configuration. However, two of themðthe Address Space tree and the 
Network Connections treeðare critical when it comes to understanding the link between 
the OPC clients and the physical field components. 

On one side, the Network Connections tree describes the interfaces to the field 
components. The server must use connections to physical networks (network 
connections) to talk to physical field components on those networks (network nodes).  

On the other side, the Address Space tree sets up the interface to the client. The server 
must present the information that the client needs (data items) in a way that is 
meaningful to the client. To do this, the information must be presented in a standard 
manner that conforms to the OPC specifications.  

The two sides come together by defining route s (access paths) that connect data items 
through a network to a specific field component. This is done by creating devices in the 
address space, which contain one or more access paths to the network nodes (field 
components) in the Network Connections tree. 

Since each device can be associated with several network nodes, an address space 
device does not necessarily represent a single physical device. Throughout the remainder 
of this document, the term ñdeviceò will refer to a device in the Address Space tree 
rather than a physical device, unless specifically stated otherwise. 
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If you are still unclear about some of the terms mentioned here, go back and re-read the 
OPC Tutorial. 

Main Server Features  

 

When you open the Cyberlogic OPC Server Configuration editor, you will find several 
main trees. These trees represent the main areas that you will configure. Note that some 
are for premium features that may not be part of the product you have installed, so they 
will not appear in your configuration. The trees are:  

¶ The Address Space Tree is required for most configurations. Here you will 
create and organize the data items that will be available to the client 
application, and you will define how they are updated with new inform ation. 

¶ The Conversions Tree is optional. In it, you can define formulas that can be 
used to convert raw data values obtained from the field equipment into a 
form that is more useful to the client. For example, you can change a 
transducerôs voltage value into a pressure value in psi. 

¶ The Simulation Signals Tree is optional. If you want to be able to use 
simulated data item values instead of real values, you can create various 
types of simulated data functions in this tree. Simulations are often useful for 
troubleshooting client applications. 

¶ The Alarm Definitions Tree is another optional tree. It is used when you will 
interface to Alarms & Events clients. This tree allows you to define the 
desired alarm conditions and specify what information should be passed as 
they occur and clear. 

¶ The Network Connections Tree is required for all configuration s. This is 
where you select the networks and interface devices you will use, and 
configure each of the field components as nodes on those networks. 

¶ The Database Operations Tree is part of the logging feature, which  is a 
premium feature. If this tree is in your product, you can use it to configure 
databases and data logging operations. 

¶ The OPC Crosslinks Tree is part of OPC Crosslink, which is a premium 
feature. If this tree is in your product, you can use it to configure data 
transfers between PLCs, between OPC servers and between PLCs and OPC 
servers. 
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The following sections describe these operational features of the server. Because the 
Network Connections Tree is normally configured first, we will start there.  

Network Connection s Tree  

The Network Connections tree is used to describe the physical connections to the field 
components. This is where you select the communication driver agents, networks and 
interface devices you will use, and configure each of the field components as nodes on 
those networks. The following describes each branch in this tree.  

Driver agents, the modular plug -ins that support different  communication subsystems, 
use various means for connecting to their devices or networks. In some cases a serial 
COM port serves that purpose. In other cases, a network card is used. The Cyberlogic 
OPC Server refers to all of these using the generic term ñnetwork connectionò. 

 

For example, in the Cyberlogic DHX architecture, the network connections will be DHX 
devices. In some cases a DHX device corresponds to a physical network card, such as a 
1784-PKTX. In other cases, it is an abstract object, such as an Ethernet DHX device, that 
behaves like a network card. Network connections are grouped by their driver agents, 
such as MBX (Modicon) or DHX (Allen-Bradley). 
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Each network connection allows access to a network of on e or more physical devices. 
The server refers to each of these physical devices on the network as a network node. A 
typical network node might be a PLC-5 on a Data Highway Plus network or a Quantum 
controller on a Modbus TCP/IP network. The server accesses the network nodes through 
their corresponding network connection. The network node configuration contains the 
communication parameters for the physical node device. 

A user can define many network connections, each having many network nodes. These 
network connections and network nodes will be used in defining access paths for devices 
in the address space. This greatly simplif ies the configuration process, because multiple 
access paths can refer to the same network node, and the network parameters for each 
node need to be entered only once. Any changes subsequently made to a network node 
are automatically reflected in all the access paths that reference that node.  

Notice also, that each network connection and network node can be given any name that 
best describes its function. For example, rather than calling a node ñPLC-5ò,  you could 
call it ñAssembly Aò or ñOP10ò instead. 

Refer to the Configuration Editor section for information on how to configure Network 
Connections. 

Network Auto -Configuration  

For most driver agents, the Cyberlogic OPC Server Configuration Editor can automatically 
detect the physical devices attached to the network connections and create 
corresponding network nodes in the server configuration file.  

Health Watchdog  

This feature allows you to configure redundant networks with automatic failover and 
recovery. The server monitors the health of the connection to each physical device. If 
there is no network activity for a specified amount of time, the server sends a 
communication request to the device to verify that it can still communicate. If the device 
becomes inaccessible, the server rechecks it at a specified polling rate to see if it 
becomes accessible again. 

Once a failed network connection is reestablished, the server continues to exercise the 
connection for a specified time to ensure that the connection i s reliable. After these tests 
complete successfully, the node is marked as healthy again. 

When the health watchdog identifies that a network  node has failed, you can configure 
the server to switch to a backup network  node. When communication to the failed 
network node is restored, the server can then switch communication back to the primary 
network node. For more information on this capability, refer to the Address Space Tree 
section. 
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Address Space Tree  

The Address Space tree allows you to organize the data items in a way that makes sense 
for your project. You can group and name related data items regardless of where they 
exist in the physical devices. 

 

The branches of the tree are called ñdevice foldersò, ñdevicesò and ñfoldersò. These 
establish how the data items are organized. The data items themselves are the ñleavesò 
of the tree. You will begin construction of the tree at the Address Space root folder, 
which may contain device folders and devices. 

Device Folders  and Devices  

A device folder groups devices and other device folders. You can place a device folder 
directly in the Address Space root folder or in another device folder, up to four levels 
deep. 

A device in the address space represents a logical data source, which is associated with 
one or more network nodes to which the server communicates. Each device maintains a 
list of access paths and a list of unsolicited message filters, which establish its 
relationship with the configured network nodes and network c onnections. 
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Note  
A device in the address space is not the same thing as a network node . Each network 
node represents a single physical device, while an address space device may be 
associated with many physical devices. 

 

The main function of a device is to define valid sources of data for all of its data items . 
Multiple devices can use the same network node as a data source, allowing greater 
flexibility in the logical grouping of data items . 

You may place a device directly in the Address Space root folder or in a device folder. In 
addition to its device-specific functionality, a device operates as a folder. It can contain 
folders and data items. 

Math & Logic Devices  

Math & Logic devices donôt get data from a network node, but instead contain data items 
with C-Logic programs that perform mathematical and logical functions on data. For 
more information, refer to the Math & Logic Help. 

Access Paths  

An access path is a logical connection to a network node. These connections link the data 
items in an address space device with their values in a physical device. They tell the 
server where and how to obtain these values during solicited data reads and writes.  
 

Note  
Access paths are required only for solicited communications. I f you plan to use 
unsolicited data updates instead, you do not have to configure any access paths. Refer 
to the Unsolicited Message Filters section for more information . 

 

Math_and_Logic_Help.pdf
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Each device in the serverôs address space can have a list of associated access paths. If 
there are more than one, the  access path at the top of the list is the primary access path, 
and the rest are backups. 

The Health Watchdog monitors the access paths to determine which are available and 
which have failed. If the current access path fails, the server switches to the highest 
available backup. When a higher-priority access path becomes available again, the server 
switches back to it. This feature allows you to set up redundant networks for greater 
communication reliability. If your controls design uses a backup controller, you can set 
up access paths to both the primary controller and its backup.  

You may specify an unlimited number of alternative access paths. For example, if you 
have two network connections for each PLC, perhaps Data Highway Plus and Ethernet, 
you can create four access paths: Data Highway Plus and Ethernet access paths for the 
primary PLC, and Data Highway Plus and Ethernet access paths for the backup PLC. 
Again, the order of these access paths specifies the order in which the server will switch 
to the backup connections. 

You can also specify a data item that will control the enable state of the access path. At 
run time, the value of that d ata item will determine whether the access path is enabled 
or disabled. For more information on Dynamic Enable, refer to the help file for the OPC 
Driver Agent you are using. 

Unsolicited Message Filters  

In addition to the more common solicited updates, the  Cyberlogic OPC Server supports 
unsolicited data updates. In a solicited update, the server sends a request to a device 
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asking it for data, and the device replies. In an unsolicited update, the device decides 
when to send data to the server. This helps to minimize the amount of traffic on the 
network. For example, instead of having the server poll a device every 500 milliseconds 
to see if some data has changed, you can configure the device to update the server only 
when the data changes. 

The disadvantage of unsolicited updates is the fact that the server has no control over 
who may attempt  to send data to it. Data written from unintended sources could corrupt 
the server-maintained data, resulting in potentially catastrophic events.  

Although unrestricted unsolicited updates are possible, the Cyberlogic OPC Server 
supports a mechanism of unsolicited message filters to prevent data corruption . 
Unsolicited messages must first pass through the user-defined filters before the server 
accepts them. These filters guarantee that unsolicited messages are accepted only from 
trusted sources. 
 

Note  
Unsolicited message filters are used only for unsolicited communications. Only the 
driver agents that support unsolicited communications will support the use of 
unsolicited message filters. 

 

Unsolicited Message Filter Groups  

The unsolicited message filters are organized into groups. Each group is a list of trusted 
network nodes and trusted network connections. A message may pass through any one 
of these groups to be accepted by the server. In addition, the Configuration Editor allows 
you to disable and enable entire groups of filters. This can be very convenient during 
startup and debugging. 
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While the filter groups are of equal priority, the filters within a group can operate in  
either of two modes . In the default  non-priority  mode, the server treats all of the filters 
in the group equally. Any unsolicited message that passes any of the filters in the group 
will be accepted. 

In the alternative priority-unsolicited mode, the server treats the filter s in each group as 
a ranked list of preferred and backup data sources. It monitors the connections to each 
unsolicited message source and accepts messages only from the highest-ranked node 
that has a healthy connection. 

You can configure as many groups of filters as you wish. Each group can be marked as 
priority unsolicited or not, as your application may require.  
 

Caution!  
Always keep in mind that the priority property applies only to the filters within a group. 
There is no priority impl ied between the groups themselves. 

 

Folders  and Data Items  

Folders logically group data items and other folders. A folder can be placed directly under 
a device or under another folder, up to four levels deep . 

A data item represents a register in the physical device, a range of registers, a bit inside 
a register or a range of bits. The user can individually configure each data item for 
solicited updates, unsolicited updates or both. 



Cyberlogic OPC Server Help 

Cyberlogic Technologies Inc. - 18 - 

The Cyberlogic OPC Server supports a number of integer, floating point and string data 
types. It also supports single-dimensional arrays of these types. The following table 
shows all supported simple data types. 
 

Type  Size in 
bits  

Default Canonical  

Data Type  

.NET Data 
Type  

Description  

Default    Default type based 
on the data it em 
address 

BIT 1 VT_BOOL bool 1-bit boolean 

SINT8 8 VT_I1 sbyte Signed 8-bit integer  

UINT8 8 VT_UI1 byte Unsigned 8-bit 
integer 

SINT16 16 VT_I2 short Signed 16-bit integer  

UINT16 16 VT_UI2 ushort Unsigned 16-bit 
integer 

SINT32 32 VT_I4 int Signed 32-bit integer  

UINT32 32 VT_UI4 uint Unsigned 32-bit 
integer 

SINT64 64 VT_I8 long Signed 64-bit integer  

UINT64 64 VT_UI8 ulong Unsigned 64-bit 
integer 

FLOAT32 32 VT_R4 float IEEE 32-bit floating 
point number 

FLOAT64 64 VT_R8 double IEEE 64-bit floating 
point number 

BCD16 16 VT_UI2 ushort BCD value in the 
range 0 - 9999 

BCD32 32 VT_UI4 uint BCD value in the 
range 0 - 99999999 

STRING String 
size * 8 

VT_BSTR string Zero terminated 
ASCII string of 8-bit 
characters 

WSTRING String 
size * 16 

VT_BSTR string Zero terminated 
UNICODE string of 
16-bit characters 

FIELD Field size Best fitting VT_UIx 
or array of VT_UI1 if 
size > 64 

Best fitting 
unsigned type 
or byte[ ] if 
size > 64 

Multiple bit field  
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For each simple data type, a user can specify a canonical data type (a variant data type 
in the form of VT_ XXX) or choose the default type. When the default is selected, the 
server selects the canonical data type that can best store the selected data type. 

Data Write Protection  

In general, the Cyberlogic OPC Server supports both read and write operations to its data 
items. However, writing to some data items may create a safety hazard. Some registers, 
such as PLC-5 inputs, are read-only and require no additional protection. For read/write 
registers, you can disable the write capability at any level. That is, you can disable writes 
for a:  

¶ Data item 

¶ Folder 

¶ Device 

¶ Device folder 

¶ Network node 

¶ Network connection 

¶ Driver agent 

You can also disable DirectAccess writes at each network node, network connection or 
driver agent. 

Dir ectAccess  

At run time, in addition to the user -configured address space branches, the Cyberlogic 
OPC Server dynamically creates a branch called DirectAccess at the root of the address 
space. OPC clients can use this branch to access any register in any configured network 
node or device by directly specifying the register address. 

The DirectAccess branch acts like a device folder that contains all configured driver 
agents. Each driver agent branch contains its configured network connections, and each 
network connection branch contains its configured network nodes. However, only driver 
agents, network connections and network nodes that enable DirectAccess are present. 

DirectAccess can benefit users in two ways. First, you can quickly deploy minimally-
configured servers, giving clients access to data in the shortest possible time. By 
configuring just the network connection and network nodes, a user would have access to 
all the registers in each network node. 

Second, DirectAccess can help you to work around confi guration errors. Suppose a user 
forgets to configure a needed data register in the server. DirectAccess allows an OPC 
client to access the forgotten register until the server configuration can be modified. 
 

Note  
DirectAccess is available for OPC DA servers, if the OPC DA Driver Agent is installed. It 
is also available for crosslinks, if OPC Crosslink is installed. 
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Conversions  Tree  

The raw data associated with a data item may represent a signal value from some 
instrument. Typically, this value is not expressed in the engineering units of the 
measured signal. To simplify working with the  data from these instruments, the 
Cyberlogic OPC Server can associate a conversion with each data item. 

A user can define a number of different types of conversions, and the server can then 
apply each conversion to a number of data items. As a result, each conversion type 
needs to be defined only once, regardless of how many data items will use it.  

The server supports both linear and square root conversions. Each has a range of 
engineering units that corresponds to the specified instrument range. The conversions 
then keep a linear or square root relation between the engineering units range and the 
instrument range.  

In addition, the server supports data range clamping, which prevents the server from 
reporting a value that is outside of a specified range. The clamping can be based on 
either the engineering units range or a custom range.  

Refer to the Configuration Editor section for information on how to configure 
Conversions. 

Simulation Signals  Tree  

To facilitate client-side testing without the need for a physical device, a predefined 
formula can simulate the data for each data item. A user can define several different 
types of simulation signals. Each signal can then simulate a number of data items. As a 
result, each simulation signal type needs to be defined only once, regardless of how 
many data items will use it.  

The simulation signals available are: read count, write count, random, ram p, sine, 
square, triangle and step. The signals other than read count and write count have 
parameters that define properties such as amplitude, signal phase and number of steps. 

Data can be simulated at any level in the serverôs address space. Enabling data 
simulation at one level automatically enables it at all levels below.  For example, if you 
enable simulation on a device folder, all of the data items in all of the devices in that 
device folder will be simulated. This allows you to switch quickly between simulated and 
real data for a large number of data items. 

Refer to the Configuration Editor section for information on how to configure Simulation 
Signals. 

Alarm  Definition s Tree  

The Cyberlogic OPC Server supports the OPC Alarms & Events specification. It allows a 
user to define a number of alarm conditions, each of which can then be used by a 
number of data items. As a result, each alarm condition needs to be defined only once, 
regardless of how many data items will use it.  
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Note  
To receive the alarms and events reported by the server, the client application must 
also support the OPC Alarms and Events specification. 

 

Alarms cannot be used with string data items, arrays or bit fields greater than 64 bits.  
There are two categories of alarms: digital and limit (analog).  

Digital Alarms  

Digital alarms are normally used with Boolean data. A user can request an alarm when 
the itemôs value equals either TRUE or FALSE. 

Each alarm has an associated alarm message and a severity level. The alarm message 
describes the alarm condition. The severity value indicates the importance of the alarm 
on a scale of 1 to 1000, where 1000 is the most severe. Optionally, an alarm can be 
generated when the itemôs data returns to its normal value. A user can also specify that 
each alarm condition requires an acknowledgment from the client.  

Limit Alarms  

Limit alarms are normally used with numeric data. These alarm definitions divide the 
data item range into five alarm states: LoLo, Lo, Normal, Hi and HiHi. 

Every alarm state includes an alarm message and a severity level. In addition, you may 
indicate whether the alarm requires an acknowledgment from the client . An optional 
deadband value prevents the server from generating a large number of alarm messages 
when the signal oscillates around one of the limits. When the deadband value is set 
properly, the server will send only one alarm even if the signal oscillates. 

Refer to the Configuration Editor section for information on how to configure Alarm 
Definitions. 

Database Operations Tree  

In addition to providing data to OPC clients in real time, the Cyberlogic OPC Server can 
store it in a database. The feature that does this is called Data Logger. Once the data i s 
logged, it is available to any application that can access that database. It need not be an 
OPC client application. 

Refer to the Data Logger Help for a full discussion. 

OPC Crosslinks Tree  

This is where you can set up data transfers between PLCs and OPC servers. Before you 
can configure crosslinks, you must first configure the network connections to the desired 
PLCs or OPC servers. You must also configure address space data items to serve as the 
crosslink inputs and outputs. 

Data_Logger_Help.pdf


Cyberlogic OPC Server Help 

Cyberlogic Technologies Inc. - 22 - 

Refer to the OPC Crosslink Help for a full discussion. 

OPC_Crosslink_Help.pdf
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QUICK -START GUIDE  

Before you can use the OPC server, you must configure it  by using the OPC Server 
Configuration Editor. Every server requires configuration of the Network Connections 
branch, and most users will want to configure the Address Space branch. The remaining 
branches (Conversions, Simulation Signals, Alarm Definitions, Database Operations and 
OPC Crosslinks) are optional features used by some systems. 

Sample Configuration Files  

The default installation of all Cyberlogic OPC Server Suites includes a set of sample 
configuration files. These samples will help you to understand how to configure the OPC 
server for your project. In addition, the  OPC Math & Logic sample provides you with 
numerous sample programs that you can modify and use in your system. 

To open a sample configuration file from the OPC Server Configuration Editor, open the 
File  menu and then select Open Sampleé . 

 

A browse window will open to allow you to select the configuration file you want. The 
available choices will depend on which OPC products you have installed. 

The default location of the files is:  

C:\Program Files\Common Files\Cyberlogic Shared\OPC. 
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Step -By-Step Example  

The following steps show a typical configuration session using the DHX OPC Enterprise 
Suite. This allows us to illustrate the configuration of all of the major features: 
communication to Allen-Bradley controllers and OPC DA servers, use of auto-
configuration and DirectImport, and the configuration of unsolicited messaging. 
Configurations using the other driver agents, such as MBX, would be very similar. 

Not all of the features shown are available on all of Cyberlogic's OPC suites, so some 
sections my not apply to your software.  You should use this description only as a 
guideline of how to configure  the most common features. For detailed information on all 
of the serverôs features, refer to the  Configuration Editor Reference and to the  help file 
for the driver agent you are using.  

This example assumes that you have a single 1784-KTX card connected to the Data 
Highway Plus (DH+) network , so this example requires the DHX Driver. Because the 
1784-KTX is not Plug-and-Play, you must create the device manually. If you had used a 
Plug-and-Play PCI card, such as the 1784-PKTX/A, a DHX device would have been 
created when you booted up the system. If you use a different adapter card or different 
network, refer to  the driver-specific help file for more information on configuring the DHX 
devices. 

Another assumption is that you have two Allen-Bradley PLC-5/20s connected to the Data 
Highway Plus network. One is the primary PLC at node address 2 while the other is the 
backup PLC at node address 50. 

Finally, we assume that you are connected over Ethernet to another OPC server. 

The procedure is divided into several sections: 

¶ Configuring the Driver 

¶ Configuring the Network Connections Tree Automatically 

¶ Configuring the Network Connections Tree Manually 

¶ Selecting a Computer in the Network Connections Tree 

¶ Selecting an OPC Server 

¶ Creating Address Space Device Folders and Devices 

¶ Configuring the Access Paths 

¶ Configuring Unsolicited Message Filters 

¶ Using DirectImport  

¶ Configuring Folders and Data Items Manually 

¶ Using the Data Item Duplication Wizard 

¶ Saving the Configuration and Updating the Server 

¶ Verifying Your Configuration 

We will start with  Configuring the Driver. 
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Configuring t he Driver  

Manual driver configuration is needed only if you want to communicate to a PLC through 
a legacy non-Plug-and-Play adapter card, such as 1784-KTX. For Plug-and-Play (PnP) 
adapters, such as 1784-PKTX, Windows will automatically detect and configure the 
adapter card. If you are using a PnP adapter, or you are interested only in 
communicating with OPC DA servers, you can skip this part of the configuration and start 
with Selecting a Computer in the Network Connections Tree. 

The first step is to use the DHX Driver Configuration Editor to create a DHX device. 

1. To start the editor, open the Windows Start  menu, go to Cyberlogic Suites , then 
open the Configuration  sub-menu, and then select OPC Server . 

 

You will see the above screen. 

Since you are running the Cyberlogic OPC Server Configuration Editor for the first 
time, the editor will prompt you  for a configuration file. Click the dialog box's Create 
New...  button to  start with an empty configuration. The first step is to configure the 
driver for  the KTX adapter card. 

2. From the Tools  menu select DHX Connections for Allen -Bradley , and then select 
DHX Driver Configurationé. 
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3. Click the New  button and select 1784 -KTX from the drop -down box. 

 

The configuration window shown above pops up. 

4. Select the correct Station  Address . 

5. Click OK to return to the DHX Driver Configuration editor main screen. 



Cyberlogic OPC Server Help 

Cyberlogic Technologies Inc. - 27 - 

6. Click Close . 

You have now created the DHX device that the server will use to connect to the DHX 
network. To continue, go to Configuring the Network Connections Tree Automatically. 

Configuring  the Network Connections  Tree  Automatically  

There are two ways to configure the Network Connections Tree. The simplest method is 
to use automatic configuration, which is described in this section. Automatic 
configuration is available for some driver agents, including DHX and MBX, but is not 
available for others, including ControlLogix. Furthermore, the server system and the PLCs 
must be connected to the network for automatic configuration to be possible.  
 

Note  
In complex systems, it is possible that part of your networks or devices will support 
automatic configuration and part will not. It may also be the case that s ome of the 
PLCs which support automatic configuration are not yet connected. In those kinds of 
cases, you should use the automatic procedure first, to get part of the configuration, 
and then complete it manually.  

 

If you cannot use automatic configuration , skip this section and go to Configuring the 
Network Connections Tree Manually. 

 

1. Select the Network Connections  root folder and select Auto Config  from the Edit 
menu (or right -click on the Network Connections  root folder and select Auto 
Config  from the context menu).  
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The editor will try to find all network connections and automatically detect and 
configure all network nodes. This screen shows that the editor has detected two 
PLC-5/20 programmable controllers, one at node address 2 (PLC-5/20@2) and the 
other one at the node address 50 (PLC-5/20@50). 

 

Note  
ControlLogix nodes do not report enough information to permit automatic configuration 
to identify them. They will be detected, but will be reported simply as DHX  nodes of 
unknown type. 

 

You can accept the names that were assigned automatically, but it is usually better 
to give them names that are more descriptive.  

2. Select the PLC-5/20@2  network node. 

3. In the Name  field of the General  tab, change the name to OP40 Pr imary@2 . 
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4. Repeat this for the PLC-5/20@50  network node, changing the name to OP40 
Backup@50 . 

The next step is Configuring the Network Connections Tree Manually. 

Configuring the Network Connections Tree Manually  

When you use networks and devices that cannot be configured automatically or if they 
are not connected to the server system when you are doing the editing, you must 
configure them manually. 

If automatic configuration was able to configure all of your network  connections and 
nodes, then you can skip this section and go to Selecting a Computer in the Network 
Connections Tree. 
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1. Right-click on the Network Connections  branch and select New , then Allen -
Bradley Data Highway  Plus  from the context menu.  
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2. Click on the newly-created network connection and select its General  tab. 

3. Enter a descriptive name in the Name  field. 

4. Select the Settings  tab. 

 

5. Select the desired DHX device from the Map To DHX Device  field. 

6. Click Apply  to complete the creation of the network connection.  
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7. Right-click on the network connection you just created and select New , then 
Network Node  from the context menu.  
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8. Click on the newly-created network node and select its General  tab. 

9. Enter a descriptive name in the Name  field. 

10. Select the Settings  tab. 
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11. Select the Processor  type. 

12. Select the Station  node address. 
 

Note  
The specific fields available on the Settings tab will vary, depending on the type of 
network connection you are using. For example, instead of a DH+ station address, you 
may need to enter an Ethernet IP address. 

 

13. Click Apply  to complete the creation of the network node.  

You must repeat the above procedures to create all of the needed network connections 
and network nodes. 

When you have finished, you will have completed the PLC communication portion of the 
Network Connections Tree. The next step is the OPC DA server portion, which begins 
with Selecting a Computer in the Network Connections Tree. 

Selecting  a Computer  in the Network Connections Tree  

To connect to an OPC server on another computer, you must first identify the computer 
on which it resides. 

Connecting to other OPC servers is available only with products that include the OPC DA 
Server Driver Agent. Those products are the OPC Crosslink and OPC Crosslink Premier 
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Suites and the OPC Enterprise Suites. If you do not have the OPC DA Server Driver Agent 
or do not want to connect to other OPC servers, you can skip to Creating Address Space 
Device Folders and Devices. 

 

1. Right-click on Network Connections  and select New  from the context menu.  

2. Select OPC DA Server  Computer . 



Cyberlogic OPC Server Help 

Cyberlogic Technologies Inc. - 36 - 

 

The editor will create a new folder called OPC DA Servers, containing a computer 
called New OPC DA Server Computer 

3. Enter Assy OPC Server  in the Name  field. 

You may, of course, use any name you wish for the computer.  

4. Select the Settings  tab. 
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The editor defaults to My Computer for the Computer/IP Address setting, which 
represents your local computer. 

5. If you want to select another computer instead, click Browse... . 
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6. Browse for the computer you wish to use, and click OK. 
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Caution ! 
If the selected computer is not your local computer, you may need to provide a 
computer or domain name, user name, and password, so the OPC server can access 
that computer.  

To simplify configuration, you should enter this information on the Settings Tab of the 
OPC DA Servers folder. This becomes the default computer/domain, user name and 
password for all computers and OPC servers. However, you can override this default 
setting by selecting Override and entering the computer or domain name, user name, 
and password information for this computer only.  

 

7. If you want to override the default User Name and Password, check the Override  
box, and then enter the User Name  and Password  that you wish to use when 
accessing this computer. 

The User Name field entry must be in the form:  

[<DomainNameOrWorkgroupComputerName>\]<UserName>  

If the computer you wish to connect to is the local com puter or is in the same 
domain as the local computer, the domain name or workgroup computer name 
specification is optional. 

8. Click Apply . 

Go to the Selecting an OPC Server section to continue. 

Selecting an OPC Serve r 

You must now select the specific OPC DA server you will connect to. Once connected, 
you can read data from it, write to it, or use it as the source or destination for an OPC 
Crosslink data transfer. 
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1. Right-click on the Assy OPC Server  computer branch you just created and select 
New  from the context menu.  

2. Select Server . 

 

The editor will create a new OPC server branch called New OPC DA Server 
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3. In the Name  field, enter Assembly Area , or any other name you would like to use 
for the OPC server. 

4. Select the Set tings  tab. 

 

5. Click the Browse...  button.  
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6. Browse to the desired OPC DA server. 

7. When you have selected the desired server, click OK. 

8. Click Apply . 

Go on to Creating Address Space Device Folders and Devices to continue. 

Creating Address Space Device Folders and Devices  

In the Address Space Tree, you will create devices that will obtain data  from physical 
network nodes, and the data items that will receive the data. If you have  many devices, 
you may also create device folders to organize these devices in a logical way. 
 

Note  
If you are willing to limit yourself to using DirectAccess to obtain data from PLCs and 
OPC servers, it is not necessary to configure the Address Space Tree at all. However, 
you will not be able to take advantage of many of the features of the Cyberlogic OPC 
Server, including redundant networks and PLCs, unsolicited communication, and data 
conversion and simulation. Most users will want to configure the Address Space. 
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1. Right-click on the Address Space  root folder and select New , then Device Folder  
from the context menu. 

2. Click on the folder and go to its General  tab. 

3. Enter a descriptive name in the Name  field. For this exercise, use the name 
Assy  825/925 . 

4. Click the Apply  button.  

5. Select the newly created Assy 825/925  device folder. 
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6. Right-click on Assy 825/925  and select New , then Device , then DHX (Allen -
Bradley )  from the context menu.  

 

7. Click on the newly-created device and go to the General  tab. 
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8. Enter a descriptive name in the Name  field. For this exercise, use the name 
OP40  PLC. 

9. Enter an optional description, in this example, use Process controller for OP40 . 

10. From the Processor  drop-down box, select PLC-5 Family . 

11. Click Apply . 

You have just created a device for the OP40 PLC, and you can repeat this process to 
create devices to be associated with the other controllers you will communicate with . If 
you also want to obtain data from OPC servers, you can create devices for them as well, 
in a similar manner. 

An address space device represents a logical data source associated with one or more 
physical devices to which the server communicates. In the next section, Configuring the 
Access Paths, you will make this association. 

Configuring the Access Paths  

Access paths specify the network and PLC you want the device to use for obtaining its 
data. In the case of OPC server devices, access paths specify the computer and OPC DA 
server. If you want to use backup networks, controllers or OPC servers, you can specify 
more than one access path for a device to create the desired redundancy. 
 

Note  
Access paths are needed only for solicited communication. If your driver agent 
supports unsolicited communication and you want to use only that t ype, you can skip 
this section and go to Configuring Unsolicited Message Filters. 

 

The newly-created OP40 PLC device has not been associated with the physical network 
nodes yet. In this section, you will set OP40 Primary@2 as the primary controller and 
OP40 Backup@50 as the secondary controller. 
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1. Click on the OP40 PLC  device and select the Access Paths  tab. 

 

2. Click the Newé button.  
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3. In the Access Path dialog, select the OP40 Primary@2  node under DHX Device 0. 

4. Leave Dynamic Enable  unchecked. 

Dynamic Enable is not used in this sample configuration. It allows you to control the 
enable of the access path at run time by changing the value of a specified Item ID. 
For more information on Dynamic Enable, refer to the help  files for the OPC driver 
agent you are using. 

5. Type Primary Controller  in the optio nal Description field. 

6. Click OK. 

You have just created the primary access path. Now you will add a backup access 
path that will be used in case the primary connection fails . 

7. Click the Newé button.  

8. In the Access Path dialog, select the OP40 Backup@50  node under DHX Device 0. 
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9. Type Backup Controller  in the optional description field.  

10. Click OK. 

 

You have now created two alternative access paths, one to the primary PLC and one to 
the backup PLC. For details of how the server will use these access paths, refer to the 
Access Paths discussion in the Theory of Operation. 

To continue, go to Configuring Unsolicited Message Filters. 

Configuring Unsolicited Message Filters  

Unsolicited messages must pass through user-defined filters before they are accepted. 
These Unsolicited Message Filters help to ensure that the server accepts unsolicited 
messages only from trusted sources. 
 

Note  
Not all driver agents support unsolicited communication. If the driver agent you are 
using does not have unsolicited support, the Unsolicited Message Filters tab will not be 
available. 

If your driver agent does not support unsolicited communication, or if you do not plan 
to use it,  you can skip this section and go to Using DirectImport . 

 

1. Select the Unsolicited Message Filters  tab. 
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2. Click the New é button and select Groupé from the context menu.  

 

3. In the Unsolicited Message Filter Group dialog, enter Group A  in the Name  field. 

4. Enter an optional Description , if you wish.  

5. Check the Priority Unsolicited  box. 

6. Click the OK button.  

This creates the filter group. Now you must create the filters that the group will 
contain. 

7. Click the Newé button and select Filteré from the context menu.  
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8. In the Unsolicited Message Filter dialog, select OP40 Primary@2 . 

This creates a filter that will accept unsolicited messages from the primary PLC. 

9. Click OK. 

10. Repeat this procedure, this time selecting OP40 Backup@50  to create a filter to 
accept unsolicited messages from the backup PLC. 
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If you then click the +  sign beside Group A, your filter configuration will look like the 
above picture. 

You have now created two unsolicited message filters, one to accept message from the 
primary and one to  accept them from the backup PLC. Because you marked the group 
priority unsolicited, the server tr eats the filters within the group as a ran ked list of data 
sources. In this example, if the connection to the primary PLC is healthy, only messages 
from this PLC will be accepted. However, if the primary connection fails, only messages 
from the backup PLC will be accepted. Other network nodes will not be allowed to send 
messages to this device. 

Now that the device communication is configured, the next step is to configure the data 
items and organize them into folders. To begin this process, go to Using DirectImport . 

Using DirectImport  

DirectImport allows you to import data items and the folders that contain them directly 
from the programmable controller or OPC server. If you have only a few folders or data 
items to configure, they can be configured individua lly, as will be explained in the next 
section. However, for PLCs and OPC servers with large or complex configurations, the 
use of the DirectImport feature can dramatically speed up th is configuration. 
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Note  
DirectImport is available only for the ControlLog ix and OPC Server DA Driver Agents, 
and requires communication with the controller or server you are importing from . 

If the driver agent you are using does not have DirectImport  or if communication is not 
available, you can skip this section and go to Configuring Folders and Data Items 
Manually. 

 

To illustrate the use of DirectImport , we will configure the data items and folders for an 
OPC DA server device that we have created. 

 

1. Select the AssemblyOPC  device. 

This is the OPC DA server device, which was created in the same manner as the 
Assy 825/925 device. 

2. Select its General  tab and click DirectImport . 
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The DirectImport window will open and will show all of the data items in the OPC 
server you are importing from.  

3. Expand the branches and select the desired folders and data items by checking them 
in the left pane.  

Checking or unchecking a folder will check or uncheck everything it contains. You 
may then modify these selections as desired. 

4. When you have checked all of the items you wish to import, click Finish . 

 

The selected items will be imported into the address space tree. 
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5. You may then edit these folders and data items, if you wish to use different names 
or arrange them differently.  

To learn how to edit the items y ou've imported or to create folders and data items that 
you could not import, go to Configuring Folders and Data Items Manually. 

Configuring Folders and Data Items  Manually  

In the Address Space Tree, data items are used to receive data from the network nodes 
through the deviceôs access paths or unsolicited filters. The OPC client software will 
access these data items to obtain the values they hold. Folders may be used to organize 
the data items into logical groups.  
 

Note  
If you are willing to limit yourself to using DirectAccess at the device level to obtain 
data from PLCs and OPC servers, it is not necessary to configure the data items at all. 
However, you will not be able t o take advantage of many of the features of the 
Cyberlogic OPC Server, including logical organization of data, and data conversion and 
simulation. Most users will want to configure the data items.  

 

If DirectImport was able to import all of the folders and  data items you need, and you do 
not want to make any changes to them, you can skip to  Saving the Configuration and 
Updating the Server. 

1. Right-click on the OP40 PLC  device and select New , then Folder  from the conte xt 
menu. 
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2. Click on the folder and go to its General  tab. 

3. Enter a descriptive name in the Name  field. For this exercise, use Production 
Counts . 

4. If you wish, enter  an optional Description . 

5. Click Apply . 

6. Repeat the process to create another folder called Inpu ts  with the description 
Discrete inputs . 
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7. Right-click on the Production Counts  folder and select New , then Data Item  
from the context menu.  

 

8. Click on the data item and select its General  tab. 

9. Enter a descriptive name in the Name  field. For this exercise, use GoodParts . 

10. If you wish, enter an optional Description . 

11. Verify that the Solicited Update  box is checked. 

12. Select the Data  tab. 
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13. Keep the default address of N7:0 . 

14. Click Apply . 

15. Repeat the process to create another Data Item called RejectParts  at the register 
address N7:1 . 



Cyberlogic OPC Server Help 

Cyberlogic Technologies Inc. - 58 - 

 

16. Uncheck Solicited Update . 

17. Check Unsolicited Update . 

18. Check Unsolicited Late Interval . 

19. Set the Unsolicited Late Interval  to one minute (00:01:00 ). 

20. Click Apply . 

You have manually created two data items that represent some production -related 
counts. The GoodParts count will be updated using solicited communications, while the 
RejectParts count will be updated using unsolicited communications. In addition, if the 
server does not receive unsolicited updates within one minute, it will downgrade the 
RejectParts quality from Good to Uncertain. 

For another way of creating data items, go to Using the Data Item Duplication Wizard. 
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Using the Data Item Duplication Wizard  

In this section, you will configure the data items for the Inputs folder. You could do this 
using the same procedure as in the previous section, but here we will use a much faster 
method. 
 

Note  
The Data Item Duplication Wizard is available only for the DHX and MBX Driver Agents. 

If the Wizard is not supported by the driver agent you are using, or you do not need to 
use it, you can skip this section and proceed to Saving the Configuration and Updating 
the Server. 

 

1. Right-click on the Inputs  folder and select New , then Data Item  from the context 
menu. 

 

2. Enter a descriptive name in the Name  field. For this exercise, use I_001 . 

3. If you wish, enter an optional Description . 

4. Select the Data  tab. 
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5. Enter I:1  in the Address  field. 

6. Click Apply . 

This creates a single input. You will now use the Duplication Wizard to create four 
more input data items in a single operation.  

7. Right-click on data item I_001  and select Duplicate  from the context menu . 
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The Duplication Wizard will open.  

8. Click Next  to move to the next screen.  
























































































































































































































































